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Note: The steps described in this document were correct at the time of this document was created and may have
changed at the time of reading.

This document describes how to install and run the AWS cloud connectivity demo on Renesas RX65N Cloud Kit and
visualize the sensor data on the web dashboard.

What you need to get started:
Prepare Renesas RX65N Cloud Kit (www.renesas.com/rx65n-cloud)

Register AWS account (https://aws.amazon.com)
Register Renesas web dashboard account (https://cloud.renesasrx.com/accounts/register#)
Wire the sample program if your board is re-flashed from the default(www.renesas.com/rx65n-cloud)
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Prepare Wi-Fi Internet access environment

Register AWS Account
Create an AWS account by going to portal: https://portal.aws.amazon.com/billing/signup#/start
After login, go to your account name in upper right-hand corner and click on “My Security Credentials”.
If the below window pops up, click on “Continue to Security Credentials”.
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My Account

oA el

My Organization

My Billing Dashboard

You are accessing the security credentials page for your AWS account. The account credentials provide unlimited access to Sign Cut
your AWS resources

To nelp secure your account, follow an AWS best practice by creating and using AWS Identity and Access Management
(IAM) users with limited permissions.

Continue to Security Credentials Get Started with lAM Users

Don't show me this message again

4. Click on “Access keys (access key ID and secret access key)".


https://aws.amazon.com/
https://cloud.renesasrx.com/accounts/register
https://portal.aws.amazon.com/billing/signup#/start
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5. Click on “Create New Access Key” and ‘Download Key File”. Make a note of the “Access Key ID’ and “Secret
Access Key”. This information will be required in Step 7.

Create Access Key

Your access key (access key ID and secret access key) has been created successfully.

Download your key file now, which contains your new access key ID and secret access key. If you do not
download the key file now, you will not be able to retrieve your secret access key again.

To help protect your security, store your secret access key securely and do not share it
¥ Hide Access Key

Access Key ID: - AKIAIVXLMYPASYSXWU2A
Secret Access Key:  9TOgorZeuvz2 CoNxXJqiZyxVeWw4gaaxisiH+nJZ

Download Key File || Close

2. Register Web Dashboard Account and Create an IoT Thing

6. Create a web dashboard account at https:/cloud.renesasrx.com

7. After login, go to “Setting” and enter the cloud provider configuration by entering the “AWS Access Key” and “AWS
Secret Key” noted in the Step 5. Make sure to select “AWS loT Core Region” same as AWS account. Click “Save”.
This will provision the dashboard for the AWS access.

Cloud Provider Configuration

8. Click on “Register a new device” and Enter any name under “Device Name” and then click “Create”.
RLENESAS

B Devices O Register New Device Hl Settings

Register a new device

9. A new window will pop up with the device name and security credentials. Make a note of all the data or save the
webpage for later reference. Don't close this window until kit is provisioned for the credentials as this information is
available only once.


https://cloud.renesasrx.com/
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Your device is ready to use. However, you need to transfer some information to the device using a serial port.

MNote: This is the only time the device credentials below will be available to you. If you cannot provision the device right away, please save this page for later use.

. Plug in all 3 USB cables of the TB-RXBE5N unit to your computer.
. Using an application, such as TerraTerm or PuTTY, connect to the COM port that just appeared. Stick to the default 9600 baud rate
. Follow the instructions on screen. You will need to provide a WiFi access point name and password/key.
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When asked for an device name, copy and paste this value:

Test

5. When asked for an endpoint address, copy and paste this value

a2q@web6j711lr6g.iot.us-east-2.amazonaws. com

Provision the Kit for the AWS Credentials

Connect the cloud kit as below. Make sure Silex Pmod module is connected to Cloud Option Board PMOD
connector CN5.

Cloud Option Board

Silex Pmod Module

Target Board for RX65N

Connect USB cable from CN18 to the PC.

Open Terminal program like “Tera Term” and configure it for serial connection as 115k baud rate, 8-bit data, no
parity. Make sure to assign the COM port assigned to the kit.

Ensure link is fitted to EJ2 on the Target Board for RX65N for non-debugger operation.
Power up the kit by connecting USB cables to TB board connector ECN1 and Cloud option board CN6 to PC.

If the board is pre-programmed with the demo code and has no Wi-Fi and AWS credential pre-stored, the following
message will appear on the Terminal window. Skip the steps 16 and 17 and follow the steps thereafter.

T COM14 - Tera Term VT

- -

—
File Edit Setup Control Window Help

Hello Yorld.
Welcome to TB-REGSMN?

Pleaze follow the next steps to provision your device.
Pleasze input your WiFi S8ID and press Enter.

If the board is provisioned already with the Wi-Fi and AWS credential, the below message will be shown on the
terminal.

VT COMI14 - Tera Te

File Edit Setup Control Window Help

Hello Uorld.
Provizioning information found.

Fleasze press any button to reproviszion.



17. If unsure about provisioning data, click any key to program the new provisioning data. Otherwise, if the kit is
provisioned with the correct data, then wait for the kit to connect to AWS and skip the steps 18 to 23.

= COMId4 - Tera Term Y

File Edit Setup Control Window Help

Hello Yorld.
Provisioning information found.
Please press any button to reprovision.

Clearing provisioning record...

Error uwriting flaszhPlease wait...

Please follow the next steps to provision your device.
Please input your WiFi S5ID and press Enter.

18. Enter Wi-Fi SSID and click enter.
T COMI14 - Tera Term VT

File Edit Setup Control Window Help

Hello Yorld.
Welcome to TB—RHGON?

Please follow the nevt stens to wnwonision _oonyk device.

Please input your WiFi S5ID and press Enter.

19. Enter Wi-Fi password for the Wi-Fi network chosen in the previous step.
| COM14 - Tera Term VT

File Edit Setup Control Window Help

Please follow the next steps to provision your device.
Please innut vonr WiFi 881D and nvres=s Enter.
|=nput your WiFi password and press Enter.

20. Input the device name created in the dashboard in the Step 8 and press enter.

7 COM1A - Tera Term VAN

File Edit Setup Control Window Help

Hello Yorld.

llelcome to TB-REGSM?

Please follow the next steps to provision your device.
Please input your WiFi SSID and press Enter.

Input your WiFi password and press Enter.

Input the AW:s device name and press Enter.

21. Copy and paste the endpoint address from credential window of the dashboard and press enter.

——

T COMI14 - Tera Term VT

e
File Edit Setup Control Window Help

Please follow the next steps to provision your device.
Please input your WiFi SS5ID and press Enter.

Input vour WiFi password and press Enter.

Tnnut the AUE Adeunbdice name and wnwreco Fotew

ll'li:lllt the AWYS endpoint address and press Enter.

¥ COMLA - Ters Term VT

23. Copy and paste the private key from the dashboard and press enter.



v COM14 - Tera Term VT

File Edit Setup Control Window Help

Hello World.

\lelcome to TB-REGGN*

Please follow the next steps to provision your device.
Please input your WiFi S5ID and press Enter.

Input your WiFi password and press Enter.

Input the AWS device name and press Enter.

Input the AWS endpoint address and press Enter.
Conu_and _waste the certificate _and nress Fnter.

[Copy and paste the private key and press Enter AGSHgBc

| Tera Term: Clipboard confirmation ===

-—BEGIN RSA PRIVATE KEY

MIIEcgIBAAKCAQEANSYyBdAFIz7GiSINg 2
Ve +WFF IMTOjoyemi 3 7DTm54uS TET+H

R koyuTytQ2WaQSXhOF Ok zBOVNxR tHE
HVIX4+EADT 2ht24B4-+wl2ZkY9D3 +3a%jR:
imSwMDNT 326 AHEKT ftuXeM7LEA 15djNVI
DIz9w4edg8CIEUKPzS /qualMU3IEBDdSTY:
tMUgRAa9PNH2DsofmgAY /2uDKjcCADgZr
fPaLOSXMEXYora/Mids0xYcCcTkSoruofns
Syh4+dMcl 1vydsR 1G4 3xFX<IuH+rZsUb
Pr7EnwP +gh5z 1JuMR.c/Sueua\W plwsgo
34alel 2WUx ZicSewsdT +U00mOsldQeCe
4 T 3

24. Verify the setting. If correct, enter “0” to write the provisioning data in Flash.
T COM14 - Tera Term VT

File Edit Setup Control Window Help

Hello World.

llelcome to TB-REGSHN?

Please follow the next steps to provision your device.

Please input your WiFi S5ID and press Enter.

Input your WiFi password and pressz Enter.

Input the AWE device name and press Entep.

Input the AWE endpoint address and press Enter.

Copy and paste the certificate and press Enter.

Copy and paste the private key and press Enter.PcHkDg3d?M?M7zu
END RSA PRIVATE KEY EdSHghXObCpIYRIhf 2ZKf Ry=1uBud4gquu2Qc

Would you like to change any of the settings?
WiFi 51D <vtor)
WiFi Password (testd
Device Name {Cloud_Kit}
AWS Endpoint <{aZgBuwebj?llrbg.iot.us—east—-2.amazonaws .cond?
CEPC1L 1CATE Lenterea’
Private key (entered)

fave settings and exit

25. If provisioning information is correct then the kit will be connected to AWS now, and will be ready to post the
sensor data on AWS cloud and dashboard.

File Edit Setup Control Window Help

[MQIT]1 MQTIT Subscribe was accepted. Subscribed.
[MQTT]1 Notifying task.
[ReDemolpdt] Command sent to MQIT task passed.
[ReDemollpdt] Sending command to MQTT task.
[MQTT]1 Received message 70808 from gueue.
[MQTT]1 Initiating MQTT publish.
6 [MQTT]1 Motifying task.
[ReDemolpdt] Command sent to MQIT task passed.
[MQTT] Received fixed header. 639 hytes to receive.
[MQTT]1 [WARN] MQTIT Agent dropped a packet. No huffer available.
[MQTT]1 Consider adjusting parameters in aws_bufferpool_config.h.
[ReDemolpdt] Update failed. returned 1.
[Re—10T-2551 Re—-I10T-255 done changing reported state.
[Re—-10T-2551 Re—-I10T-255 changing reported state.
[ReDemolUpdt] Performing Thing Shadow update.
[ReDemollpdt] Sending command to MQTT task.
[MQTT] Received message aBBBB@ fronm gueue.
[MQTT] Initiating MQIT publish.
[MQTT]1 Notifying task.
[ReDemolpdt ]l Command sent to MQIT task passed.

[MQTT] Received fixed header. 638 hytes to receive.
[MQTT]1 [WARN] MQTIT Agent dropped a packet. No huffer available.
[MQTT]1 Consider adjusting parameters in aws_bufferpool_config.h.

4. Visualize Sensor Data on the dashboard

26. Go back to Dashboard and close the credential window.
27. Click on “Device”. Click “View" button to see the sensor dashboard.

Your Registered Devices

Name D




28. The dashboard will open and show the sensor’s value. The sensor value will be updated every minute.

Attributes

5. Monitor Sensor data on AWS Console

29. Go back to AWS account. Click on “Manage->Things”.
30. Click on the Things name (Referred as device name) created in the dashboard (step 8).
31. Click on Shadow to monitor sensor data.

A shadow ARN uniguely identifies the shadew for this thing. Learn more
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6. Next Step

After you have completed quick start procedure, review hardware detail of the kit. The hardware detail can be found
in the user's manual of the Target Board for RX65N and Cloud Option Board user's manual.

7. User Manuals
The user manuals for this kit is available at: www.renesas.com/rx65n-cloud
RX65N Group User's Manuals (R0O1UH0590EJ0210) is available at: https://www.renesas.com/RX65N

8. Support
Online technical support and information is available at: https://en-support.renesas.com/dashboard
Technical Contact Details: https://www.renesas.com/us/en/support/contact.html

© 2019 Renesas Electronics Corporation. All rights reserved.
Website: https://www.renesas.com/



https://www.renesas.com/us/en/doc/products/mpumcu/doc/rx_family/r01uh0590ej0210-rx651.pdf?key=33bb55560cff410a189e0f9b71a6d353
https://en-support.renesas.com/dashboard
https://www.renesas.com/us/en/support/contact.html
https://www.renesas.com/

